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Abstract. This paper presents a research concerning password management 
and single-sign-on for accessing lnternet applications. Many lnternet 
applications require users to subscribe to their services and authenticate 
themselves through the use of login credentials. The number of such 
applications is increasing exponentially which caused ineffective login 
credentials management among users. This study was conducted with two 
objectives (i) to identify how users manage their usernames and passwords, and 
(ii) to examine whether users see the benefits of single-sign-on. To achieve 
these objectives, a focus group interview was conducted on students from a 
local university. The results of the study suggested that the students did not 
practice proper password management. Further, it suggested that single-sign-on 
may not be the immediate solution to improve the students' password 
management. 
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1 Introduction 
Password-protected applications are increasing rapidly these days compared to five 
years ago. Nowadays, a typical user has more than five passwords that are used 
frequently to access various lnternet applications. This causes more challenges to 
users to manage their passwords effectively which is not easy due to human memory 
limitation [ I ] .  Hence, users will likely to forget their passwords especially for 
applications that they use occasionally. In order to cope with this issue, users resort to 
insecure and poor password management such as writing down the passwords and 
password reuse. These practices can be a source of attacks and it is a serious security 
threat [2] for both users and application providers. Hence, a mechanism that improves 
this issue is highly needed. 
Single-sign-on (SSO) is one of them. It is a mechanism that allows users to access 
a number of applications through the use of a pair of username and password [3]. 
Authentication is made by a third party entity that validates users' identity which 
benefit both users and Internet application providers. As SSO is a new technology, 
many users are still not aware of its existence. Hence, this research aimed to identify 
how users manage their user names and passwords and understand the role of SSO 
among Internet users. 
The remaining of this paper describes the study in detail. Section 2 explains 
literature pertaining password management practices and SSO. In Section 3, the 
methodology for conducting the study is discussed. Then, In Section 4, the results are 
presented. They will be discussed further in Section 5. The last section concludes the 
paper. 
2 PASSWORD MANAGEMENT AND SINGLE-SIGN-ON 
The number of Internet applications with password-protection is increasing. In 2007, 
it was reported that average users maintained 25 password-protected accounts to 
access various Internet applications [4]. However, the average has shown a 
substantial increase recently [5] which indicates the issue of managing passwords is 
indeed critical. 
This section discusses literature on passwords management practices and SSO as 
one of the possible solution to this address the issue. 
2.1 Password Management Practices 
The most common login credential method for Internet applications is a combination 
of a username and password which is used to authenticate users [5]. Although many 
researchers suggested that the use of password is no longer a secure authentication 
method [6], but it has been accustomed as part of many existing systems and 
applications. Hence, the use of login credentials as an authentication method is still 
feasible. Summers and Bosworth [7] highlighted some of the good practices including 
the use of alphanumeric words consisting of six to ten characters, and avoiding 
dictionary words as well as words that are related to ourselves. They also highlighted 
security policy concerning passwords management such as frequent changes of user 
passwords, restrict users from reuse the old passwords, just to name a few. 
However, users often practice poor password management. Tam et al. [8] 
reported in their study that users know what a good password is and the 
consequences of practicing poor password management. However, they tend to 
practice weak password management because they did not see the immediate negative 
implications on themselves. Many researchers also agreed that users' behaviours can 
expose applications in the Internet to various security threats and attacks [8-101. 
Therefore, an approach that can help users to improve their password management is 
highly needed. 
One of the possible approaches is SSO which can be used to solve problems 
related to multiple number of login credentials for accessing different applications 
[lo]. The next subsection explains the SSO concepts. 
2.2 Single-Sign-On (SSO) 
Hardy [I21 analogised SSO as a "master key" that allows a user to get access to the 
systems. Clercq [I31 defined SSO as a way to allow users to access multiple secure 
resources by authenticating themselves to an authentication authority once for all. 
Authentication authorities are the trusted entities that manage and organise users' 
credentials as well as access to the resources. Radha and Reddy [I 11 further classified 
SSO into three dimensions: (i) the type of networks that the SSO is applied (i.e., 
Intranet, Extranet, or Internet), (ii) the architecture of SSO implementation (i.e. 
simple, or complex), and (iii) the types of credentials (i.e., single or multiple) and the 
protocols used for the implementation. Other names similar to SSO are single sign-in 
(SSI), authentication and authorization infrastructures (AAIs), privilege management 
infrastructures (PMIs) and identity management tools [12]. 
In general, there are three entities involved in SSO; users, application providers, 
and authentication providers. The basic concept of SSO is that users can use a single 
login credential of their own to access multiple number of Internet applications by 
supplying their identity to authentication providers. Many leading Internet entities, 
such as Google, Yahoo, Twitter, Paypal, MySpace and Facebook provide SSO 
services to public users to access external applications. 
Although SSO has been used since distributed systems were started two decades 
ago, it was limited to users within an enterprise computing environment. However, it 
is gradually popular when the web 2.0 was introduced. Within the social network 
environment, many leading providers such as Facebook, Yahoo!, Linkedln, MySpace 
and Google provide the authentication services for both users and application 
providers. Further, they also have higher chances to attract new users of the social 
networking providers to use their applications or services. In general, the SSO has 
eased the user identity management for both application providers and users. 
Within the Internet environment, SSO standards such as SAML Oasis [I41 and 
OpenID [I51 have been proposed and developed by community groups. OpenID is 
the standard that has been used by major social networking providers. It aimed to 
provide users and application providers with secure cyber identity management. Any 
web entities can be an OpenID provider for free. It guarantees the security and 
privacy of users' passwords that they will not be revealed to the application providers 
in any way. Some of the benefits of using OpenID for users are: (i) accelerate login 
process of favourite websites, (ii) efficient maintenance of login credential, (iii) gain 
greater controI over personal cyber identity, and (iv) minimise security risks [15]. 
Apart from this, the standards that govern the implementation of SSO guaranteed 
the security of users' passwords which makes SSO an efficient approach towards 
identity and login credential management. 
3. METHODOLOGY 
Data for this research was collected through focus group interviews. It is a suitable 
way for studying human behaviour especially in the area of human-computer 
interaction. Data obtained from the study were qualitatively analysed and presented in 
a descriptive analysis form. 
3.1 Respondents 
The respondents were recruited among undergraduate students of Universiti Utara 
Malaysia who took the final year project paper of Information Technology (IT) 
degree program. Students who enrolled in this course were encouraged to actively 
participate in the school research projects as a way to expose them to research. Eleven 
students (10 males and 1 female) participated in the study. The students comprised 5 
Malaysians, 5 Yemenis, and 1 Russian aged between 20 and 23. 
3.2 Materials & Procedure 
A set of open-ended questions for the interview was constructed based on our 
literature analysis of current and past studies concerning password security and SSO. 
The questions were divided into three parts as below; (I) Demographic information, 
(11) Password security practices and (Ill) Knowledge on SSO. The focus group 
interviews were conducted in 3 sessions. Each session comprised either 3 or 4 
students with a same facilitator for all the sessions. The focus group interviews were 
conducted between forty minutes, in a room where the participants and the facilitator 
sat in a circle facing to each other. The facilitator posed the same questions to each of 
the participants. The students took their turn to answer the questions and they were 
allowed to discuss the topic within the group. Light refreshments were also provided 
at the end of the session. The focus group interviews were voice-recorded with 
consent from the participants. The interviews were transcribed and the analysis of the 
data is presented in the next section. 
4 RESULTS 
4.1 Access to applications with authentication 
We firstly investigated the number of lnternet applications with login credentials (i.e., 
a user name and a password each) for authentication that the students subscribed. In 
average, the students subscribed to five lnternet applications. It ranges between two 
to ten applications including emails (Gmail, Yahoo, Hotmail, university email, etc.), 
social network sites (i.e., Facebook and Twitter), video-on-demand, online shopping, 
file sharing, and voice-over-IP applications. 
4.2 Password practices 
We were interested to know how the students managed their usernames and 
passwords. Hence, the facilitator asked the students on their techniques to remember 
them. As expected, five of them reuse the same user names and passwords to access 
different applications. A student wrote his usernames and passwords on a piece of 
paper, and save them in his mobile phone respectively. In order to remember the 
password easily, a student used his best friend's phone number, his parents' names, 
his pet's name. his date of birth and his citizen identification number respectively. 
One student used his favourite movie titles for passwords. 
The facilitator further asked them whether the approaches they used for 
remembering their passwords were working well. All of the students reported that 
they had no problem so far. 
4.3 Techniques to improve password management 
The students were asked to suggest ways to improve password management 
particularly for users with many login credentials. A student suggested the use of 
biometric technology for authentication. Another student suggested the use of a SSO 
mechanism. 
Further, the facilitator asked the students concerning the feasibility of SSO. Ten 
students thought that SSO is feasible to be implemented. Although SSO is feasible, 
one student suggested that it is not suitable for banking and financial systems. 
In terms of managing the SSO, the students suggested that the government 
should play a role in initiating an independent and trusted body to manage SSO for 
the citizen. Such body could be Malaysian Communications and Multimedia 
Commission (SKMM) for example. 
4.4 The role of SSO and students' awareness 
In order to understand the students' views regarding the role of SSO, the facilitators 
first informed them the needs to have good password management. Then, they were 
asked on the methods or strategies to secure users login credentials for lnternet 
applications. Majority of them suggested that lnternet application providers should 
strengthen their security protections. Only one student recommended that lnternet 
users should manage their login credentials properly by protecting and securing them 
from other people. He also indicated that the use of different usernames and 
passwords for different lnternet applications is sufficient. 
The facilitator further asked the students whether they know the existence of 
SSO technologies that manage users' credentials in the Internet. Four of the students 
knew about it. The students who knew about SSO were further asked to explain the 
basic concept of it. All of them were able to explain the concept correctly. The 
students who knew about SSO anticipated that it is secure. However, those who did 
not know about SSO thought that the technology does not provide users with high 
level of security and privacy. The students also anticipated some security weaknesses 
especially cybercrime involving identity theft and breach of privacy. 
5 Discussions 
The previous section discussed the results of focus group interviews regarding 
password management and SSO. Generally, we found that the students had used 
minimum of two and up to ten lnternet applications at one particular time. This shows 
that many applications are now being online and users are required to authenticate 
themselves to get an access to these applications. Although authentication through 
login credentials can provide security protections, this has obviously created another 
issue to users that is the challenge to manage a number of login credentials at one 
particular time. 
Managing a number of passwords is difficult. Users that have security 
precautions in their mind might create strong alphanumeric passwords. However, if 
the number of login credentials keeps increasing; users are more likely to face 
problems to recall their passwords correctly especially for those that are used 
seasonally. This issue is common due to the reason that human memory is limited in 
their capacity [9]. Hence, remembering a number of alphanumeric passwords is a 
great challenge especially when the passwords have no relationships with other things 
or events in their memory. 
A quick and intuitive solution to this problem is users tend to practice techniques 
that will ease them to recall those login credentials. Among those practices are 
repeating the same login credentials in  many applications. writing them on paper, 
save them on mobile phones, and use easy-to-remember passwords. These are among 
the practices that we discovered in this study. 
We also found that the students were comfortable with their practices because of 
two reasons. First, the practices helped them to manage their login credentials easily 
with low chances of forgetting them. Second. they did not experience any security 
issues as immediate consequences of their practices. These two reasons have made 
the students think that their password management practices were adequate. 
Further, the students thought that their practices have no security implications. In 
reality, this could be a source that leads to security attacks to the Internet applications. 
Many Internet applications are securely protected through the use of encrypted 
passwords. However, there are also some other lnternet application providers that 
have not implemented such security protections. When users replicated passwords in 
both secure and unsecure applications, this wilI open a door to hackers. Hackers can 
observe and analyse users' passwords, capture the unencrypted passwords and use 
them to access the secure applications. This kind of security attack does not affect the 
users directly; however it does have impact on the Internet application providers and 
their resources. 
The interview also reveals that students have limited knowledge on SSO and its 
current impIementation. Some of them suggested that the government should play a 
role in initiating centralised digital authentication systems. This couId be beneficial 
for local Internet applications. However, it is important to note that many users use 
Internet applications hosted in other countries around the world. Hence, the 
government role is limited in this scenario. 
It is interesting that the students have mix views in terms of SSO security. A 
quarter of the students knew about its existence and they were certain with SSO 
security. In contrast, the students with no prior knowledge on SSO indicated that SSO 
does not provide strong security and privacy protections. They also anticipated that 
SSO implementation could lead to cybercrimes. 
Another interesting tinding is on the students' thought that lnternet application 
providers should implement strong security protections for their applications. 
Through this thought, we can see that users highly rely on lnternet application 
providers to provide security protections. Users do not realise the importance of their 
role in ensuring the security of the applications. 
The main issue that should be taken into consideration is on users' behaviours 
and attitudes. Although lnternet application providers implement all possible security 
protections, they are still exposed to security attacks due to their users' behaviours. In 
this case, the use of SSO is not a direct solution to this problem. This is true when 
users still replicate their passwords for applications with SSO and without SSO. The 
fundamental issue remains there and unresolved. In a nutshell, SSO is a good solution 
to reduce the number of login credentials that users have, however, it does not 
improve users' password practices especially the behaviours on passwords 
replication. 
From the discussion in the preceding paragraphs, we highlighted some actions 
that need to be taken to ensure that computing recourses pertaining lnternet 
applications are properly protected against security threats and attacks. The actions 
include: (i) the need for users' security education especially on proper password 
management practices, (ii) the need for a security policy that enforces secure 
password behaviours among users, (iii) the need for SSO implementation and (iv) 
thse implementation of alternative authentication methods other than login 
credentials. It is suggested that the above strategies are implemented as  a group of 
actions rather than individually. 
6 Conclusion 
Weak password management among users could be a security threat for lnternet 
applications. Although lnternet applications implemented strong security protections, 
their users' password practices can be a source of security attacks especially users 
who practice password replications. Passwords that are used for fully-secured 
applications can be easily captured by hackers. They can simply analyse or steal 
passwords from the same user in unsecured applications. 
The SSO implementation is a good solution to reduce the number of login 
credentials that users have at one time. However, it is unable to improve users' 
password management practices especially password replication. The only way to 
this is through education and awareness programs. This study would like to 
emphasise that the core issues to this is users' behaviours. Organisations and 
governments should take part and play their roles to educate users. 
The findings of this research also indicates the need to study for alternative 
authentication methods that are more friendly to users than the existing multiple login 
credentials. This could be an opportunity for researchers to explore a new method for 
lnternet authentication. 
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